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Bl ] % 16-bit total langth fin byl
165-tdt IdertificrGon ﬁ 15bit fragment offsct
E""’“‘Eir“;';u‘“““ ‘ B-hit protocol 16-bit header checkaum | 20 bytes
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42-br destraton TF addres
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optiong (if any) r
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THRI(F) TA(E)

pchero@MyMote: ~/Desktop/Study/REPD

“Fu-r--r--
“rw-r--r--
“rw-r--r--
“rw-r--r--
“rw-r--r--
—ruw-r-—r-—
—rw-r-—r-—

L M- c-cCccCcm-co

pchero@ynNote:
pchero@ynNote:
pchero@yNote:
pchero@yNote:

A

LTy EHCRS
EOIL(T) EH(B)

1231
HIES
cH4l
1393
El1
=i

ZHBE-B5-12
£HBE-BS5-12
£HBE-BS5-12
cHBE-B5-12
cHBE-B5-12
cHBE-B5-12
root root U1ES 2HHB-BS5-12
root root 2653 2BEB-BS5-12
~{Desktop/Study/REPORT /profe.
~/Desktop/5Study/REFORT /profe
~/Desktop/5tudy/REPORT /profe,
~{Desktop/Study/REPORT/profe

root
root
root
root
root
root

root
root
root
root
root

= e
S QOKH)

qi:

=t
3:
y:
=H
[=H
q:
a:
g:

/tmp/SimTL/2EEE
/tmp/SimTL/2HEE
/tmp/SimTL/2EEE
/tmp/SimTL/2EEE
/tmp/SimTL/2BEE
/tmp/SimTL/2EEE
/tmp/SimTL/2EEE
/tmp/SimTL/2EEE
/tmp/SimTL/2EEE

5.

5
5
5
8.
5
5
=
=1

/tmp/SimTL/2B88
/tmp/SimTL/2BE8
/tmp/SimTL/2BE8
/tmp/SimTL/SHBE
/tmp/SimTL/2HEEE
/tmp/SimTL/2HEEE
/tmp/SimTL/2H6E
/tmp/SimTL /2668
ftmp/SimTL /2068
/tmp/SimTL/2EE8
Jtmp/SimTL/2EEE

12 17:
12 17
12 17
12 17
12 17:
12 17
12 17:
12 17
12 17

12 17
12 17
12 17
12 17
12 17
12 17
12 17
12 17
FERNE
FERNE
FERNE
pchero@ynote: ~/Desktop/Study/REPORT/profe kimtj/Internet_

16:
16:
16:
16:
16:
16:
16:
16:
16:

1E:
1E:
1E:
16:
16:
16:
16:
16:
16:
16:
16:

c2b,
cb,
cb.
cb.
cb.
cb.
21,
21,
21,

21
21
21
21
21
21
21
&1
28
28
=

584557
sa4132
SH4EAY
113612
89918268
89958712
8854
13371k
18A235
188417
1BE738
JEST2E1
351948
dJEBH11
U1E9HE
U14-=A
55454y
151AH1
15122A
Hig19s8

)

1B
1B
1B
1B
1B
1B
1B
1B

cH
cH
cH
cH
cH
cH
cH

pchero@MyMote:

17:
17:
17:
171
171
17
17
17

BB
BB
BB
HE .
HE .
HE .
HE .

5
5
3,
5
5
5

5.

~/Desktop/Download

FERRE
12 17
12 17:
12 17
12 17
12 17:
12 17:

tracelanager
kimtj/Internet_Engineer ing/BS/SimTL/src/test® vi 28EB.S5 12 17\ :1B6\:28 4iE799

16:
16:
16:
16:
16:
16:
16:

21,
21,
21,
21,
cH.
cH.
cH.

36HB11
L1E986
L1428
55454y
151H81
15122R
uig199

pchero@MyMote: ~/Desktop/Study/Program..

kimtj/Internet_Engineer ing/BS/SimTL/src/test$ vi 2@@8 5 12 17\ :16\:28 416799

kimtj/Internet_Engineering/B5/5imTL/src/test$ vi 28BB.5 12 17\ :1E6\:28, 151661
kimtj/Internet_Engineering/B5/5imTL/src/test% cat tracelanager
IP::
IP::
IP::
IP::
IP::
IP::
IP::
IP::
IP::

192,
192,
192,
192,
192,
192,
192,
192,
192,

IP::
IP::
IP::
IP::
IP::
IP::
IP::
IP::
IP::
IP::
IP::

1EH,
1EH,

168,
1E8.
168,
168,
1E8.
1E8,
1E8,

1\,
1\,
1\,
18,
1\,
1\,
1\,
1\,
1\,
192,
192,
192,
192,
192,
192
192
192
192
192,
192,

pchero@MyMote: fusr/include/netinet

»BY 233 183,
»BY 233 189,

18 Version:
1H Version:

Y Header _Length:5 Service:
Y Header _Length:5 Service:

B Total_Length:5S2
B Total_Length:5c

»BY 233,
»BY 233,
»2l3 253 33
»BY 233,

189,
189

189

.233.183 B3
»ec2. 122 43 .58
»B4.233 183 B3
»B4.233 183 B3
»B4 233 189 B3

1H Version:
1H Version:

B3 Version:
18 Version:
.58 Version:
B3 Version:

Y Header _Length:5 Service:
Y Header _Length:5 Service:
b Version:Y Header_Length:5 Service:d Total_Length:B1l
Y Header _Length:5 Service:
Y Header_Length:5 Service:
Y Header_Length:5 Service:
Y Header_Length:5 Service:
Y Header_Length:
Y Header_Length:
Y Header_Length:
Y Header_Length:
4 Header_Length:

Uersion:
Uersion:
Uersion:
Uersion:
Uersion:

»1592 168 B 1 Version:4Y
»1592 168 B 1 Version:4Y

»B4 233 183 B3
»B4 233 183 1H
»B4 233 1839 B3

Version:
Version:
Version:

»1892 16 B 1 Version:4d

pchero@ynote : ~/Desktop/Study/REPORT/profe kimtj/Internet_Engineer ing/BS/SimTL/src/test® I

Header _Length:5
Header_Length:5

Y Header_Length:
Y Header_Length:
Y Header_Length:

Header_Length:5

B Total

B Total

5
5
5
5
5

Service:B
Service:B

5 Service:
5 Service:
5 Service:

Service:B

Eng1neer1nngEf51mTLf5r:ftEEt$ vi 288E.5. 12 _1T\:1E6\: 27, 4iuyEa

B Total_|

A Total_|

Length: 258

_Length: 254

Length:EH

_Length:52
B Total_
B Total_
Service:
Service:
Service:
Service:
Service:

Length: 2
Length: 52

B Total_Length:178
B Total_Length:52
B Total_Length:52
A Total_Length:5c
A Total_Length:cSH
Total_Length:1396
Total_Length:BS2

B Total_Length:3@2
A Total_Length:52
A Total_Length:52
Total_Length:13396




6. Ping

=

THOUE) T

NE) 2Y) EEIY(T)

pchero@MyMote: ~/Desktop/Study/REPOR. € | pchero@MyMote: ~/Desktop/Download # | pchero@MyNote: ~/Desktop/Study/Program. 3 | pchero@MyMote: /usr/include/netinet

bytes from .1B8.
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 132 168,
bytes from 192 1EH,
bytes from 192 1EH.
bytes from 192 1BH.
bytes from 192 1EH.
bytes from 192 1EB.
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 132 168,
bytes from 192 1EH,
bytes from 192 1EH.
bytes from 192 1EH.
bytes from 192 1EB.
bytes from 192 1EB.
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH,
bytes from 192 1EH.

=
jurs

icmp_seg=B52 tt1=B3 time=5 53
icmp_seg=B53 tt1=E3 time=5 53
iemp_seq=BSY tt1=E3 time=5 54
icmp_seg=B5SS tt1=E3 time=5 53
icmp_segq=BSE6 tt1=E3 time=5 53
icmp_seg=851 ttl1=63 time=5 53
icmp_seg-B58 ttl1=B3 time=5 53
icmp_seg-853 ttl1=B3 time=5 5S4
icmp_seg-HBBH ttl=B3 time=5 53
icmp_seg=BbBl ttl=B3 time=5 53
icmp_seg=BE2 tt1=BE3 time=1H B
icmp_seg=BE3 tt1=BE3 time=5 54
iemp_seq=BEY tt1=E3 time=5 52
icmp_seg=BES tt1=E3 time=5 53
icmp_seg=BEE tt1=E3 time=5 52
icmp_segq=BE7 tt1=E3 time=5 52
icmp_seg-BBH ttl1=63 time=5 53
icmp_seg-B6B3 ttl=B3 time=5 53
icmp _seg-H78 ttl=B3 time=5 53
icmp_seg=H11 ttl=63 time=5 53
icmp_seg=B12 ttl1=BE3 time=5 52
icmp_seg=B13 ttl1=B3 time=5 5d
icmp_seg=B4 ttl1=E3 time=5 53
iemp_seq=B715 tt1=E3 time=5 52
icmp_seg=B716 tt1=E3 time=5 5S4
icmp_seg=B711 tt1=E3 time=5 55
icmp_segq=B718 tt1=E3 time=5 53
icmp_seg=H73 ttl=63 time=5 8
icmp_seq-HBBE ttl1=B3 time=5 SH

o T O T T O D O T O T B O B O O O
L T T T S e T a e e Ty Sy Sy Sy

-—— 182 1BH B 1 ping statistics ——

BBE packets transmitted, B3 received, +2 errors, B% packet loss, time B19286ms
rtt min/avg/max/mdev = 5 UY35/5 B15/52 B29/1 597 ms
pcher o@yNote : ~/Desktop/Download$ I




pchero@MyMote: ~/Desktop/Study/Program_ L | pcherc@MyMote: fusr/include/netinet

IP HERDER

192 1EH 1A 145 » 192 168 A 1
IUErEinn

Header Length : =

Service

Total Lenmgth

Identification

Fragment Of fset

Time to Live

Checksum

HERDER
Type : [=]=]
Code : B3
Checksum

ID

Seqg : 2yyiy

DATA(HEXA)
BB B1 BY4 BS BB B1 BH B3 Ba Bh
v ™ s B 1T 1B 19 1a Ta
HA H1 BY HS BE BT BH B3 Ha Hhb
g8 91 84y 95 9 97 98 99 Sa Sh
@8 =1 a4 a5 ak 271 a8 =29 =a ab
bR bi bBY bBS bBE b7 BH B ba bh
cE cl1 EY 5 cE 1 8 9 ca ch
dd di dy dS dE d1 dE d9 da dhb
eEd el eY e5 ek 1 e =9 ea eb
fB@ f1 fuy f5 f& f1 fB f3 fa fb
HA H1 HY HBS BE B1 BEH B3I BHa Hb
"28E8 5 12 17:16:27 uiuEe” [l N 2] B,




8. wireshark

kg (Wntitled)
File Edit Wiew Go Capture Analyze Statistics Help
L R, = JHiL == e
& X & #a @ T EHE e @ WWEER S
~ || = Expression. || & =iguce)
Mo Time Source Destination Protocol. Info
14 U901 LH2, ThE, 10, 135 ZZZ 22 83.50 HITF LONT1NUATIOoON Or non-HI K TratTtic
15 0.997124 192.168.10.145 64.233.189.83 TCP 36105 > https [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSV=77785271 TSER=G681751234
16 0.997493 192.168.10.145 64.233.189.83 SSLwvz Client Hello
17 0.999390 192.168.10.145 222.122.43.50 TCP 35185 = http-alt [ACK] Seq=21 Ack=55 Win=1002 Len=0 TSWV=77785272 TSER=3457973881
18 1.184274 192.168.10.145 64.233.189.83 TCP 36105 > https [ACK] Seq=119 Ack=1349 Win=8576 Len=0 TSWV=77785318 TSER=-681751418
19 1.185228 192.168.10.145 64.233.189.83 TCP 36105 > https [ACK] Seq=119 Ack=1720 Win=11264 Len=0 TSV=77785318 TSER=681751418
20 1.185959 192.168.10.145 64.233.189.83 TLSwv1 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
22 1.235434 192.168.10.145 192.168.0.1 ICMP Echo (ping) request
23 1.371180 192.168.10.145 654.233.189.83 TLSv1 Application Data, Application Data
24 1.968129 192.168.10.145 64.233.189.18 TCP 38574 > https [FIN, ACK] Seq=519 Ack=2249 Win=13052 Len=0 TSV=77785514 TSER=677891520
25 1.968278 192.168.10.145 64.233.189.83 TCP 36105 => https [FIN, ACK] Seq=567 Ack=2553 Win=13952 Len=0 TSV=77785514 TSER=681752208
26 2.235435 192.168.10.145 192.168.0.1 P Fragmented IP protocol (proto=ICMP 0Ox01, off=0)
27 2.235449 192.168.10.145 192.168.0.1 ICMP Eche (ping) request
28 3.235434 192.168.10.145 192.168.0.1 =] Fragmented IP protocol (proto=ICMP 0Ox01, off=0)
29 3.235446 192.168.10.145 192.168.0.1 TCME Echo (ping) request

I Frame 21 (1410 bytes on wire, 1410 bytes captured)
P Ethernet II, Src: Dell_9a:53:74 (D0:14:22:9a:53:74), Dst: Amit_19:66:0c (QO:S0:18:19:66:0c)
=< Internet Protocol, Src: 192.168.10.145 (192.168.10.145), Dst: 192.182.0.1 (192.162.0.1)
Version: 4
Header length: 20 bytes
= Differentiated Services Field: ox00 (DSCP Ox00: Default; ECM: Ox00)
0000 OO.. = Differentiated Serwices Codepoint: Default (Ox00)
.e.. -..0. = ECN-Capable Transport (ECT): ©
cees 2.0 = BECN-CE: O
Total Length: 1308
Identification: Oxle9z2 (7826)
=~ Flags: 0x02 (More Fragments)

©... = Reserved bit: MNot set
.0.. = Don't fragment: Mot set
..1. = More fragments: Set

Fragment offset: ©

Time to live: &4

Protocol: ICMP (OxO1)

~ Header checksum: Oxabl4 [correct]

[Good: Truel
[Bad : Falsel

Source: 192.168.10.145 (192.168.10.145)

Destination: 192.168.0.1 (192.168.0.1)

Reassembled IP in frame: 22

QOO0 00 S0 18 19 65 0c 0O 14 22 9a 52 74 08 00 45 Q00 ".5t..E
0Olo 05 74 le 92 20 00 40 01 ab 14 cO a8 ©a 91 c@ a8  .t.. @ ..--o--.
0020 00 01 08 00 do 25 1f 70 ©0 bl db fc 27 48 bd sb .. 'H. L
0030 065 00 08 09 Da Ob Oc Od ©e OFf 10 11 12 13 14 15 . .cvennn wumnwnnn-
File: "/tmp/ether XXX O5sIth" || KB _° Packets: 29 Displayed: 29 Marked: © Dropped: © Profile: Default

vountu



9. Reference

http://www.tta.or.kr

o= AR V=3
http://www.ietf.org

Internet Engineering Task Force

http://kldp.org

b= s v 22

ubuntu
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